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is sending data at that time. To overcome this issue, the 
log time has a standard format so the log file playback 
which was created in Java uses regular expression to read 
each line and we are able to distinguish the mote ID and 
the type of sensor data. After the log file has been read 
once, it is then stored in a hash-map in order to save the 
data in an orderly fashion to be sent to the SNMP Proxy. 
As this storage involves extra processing, the 
development of deploying direct data storage from the 
motes to a third party server database is in progress so the 
data can be stored and retrieved efficiently for processing. 
 
 
3. Existing Implementation 
 

The Simple Network Management Protocol (SNMP) 
proxy is used in order to convert non-Transmission 
Control Protocol/Internet Protocol (non-TCP/IP) data into 
TCP/IP information. This allows for values such as the 
Oxygen Levels, Temperature, Light, Heart Rate and Pulse 
detected by wireless sensor networks and recorded into 
log files to be available ubiquitously via the Internet (see 
Figure 1). The information is then presented on a remote 
host using a SNMP-compliant Management Information 
Base (MIB) Browser. 

For this purpose we chose to integrate the SNMP into 
our architecture since we wanted to optimize efficiency 
by minimizing the energy consumption and computational 
power due to the low processing power available on the 
Motes. SNMP uses a centralized approach, which results 
in continuous polling of network devices and data from 
Managed Nodes to the Base Station [10]. This increases 
network traffic, and so shortens the lifespan of the Motes 
due to the amount of energy needed for communication. 
Consequently, SNMP has not been implemented on the 
Motes themselves, but rather, on the Control Points of the 
Wireless Sensor Network (Gateway-PC on Figure 1).  

This has also helped to overcome the problem 
described by Ruiz, L.B, [14] which states that the 
management components of SNMP are too rigid to be 
ideally used for Wireless Sensor Networks. Additionally, 
it also minimizes the applications used, as well as any 
network overhead incurred. This approach is similar to 
other protocols that have been implemented on the Motes, 
as described below. 

 
3.1 Related Work 
 

The Universal Plug and Play (UPnP) protocol is 
similar to SNMP as it requires large amounts of memory 
and computational power. As a result, the Business 
Operating Support System (BOSS) framework has been 
implemented in order to allow objects in the Sensor 
Networks that do not use the UPnP protocol to 
communicate with UPnP enabled Control Devices such as 
a Computer Terminal or a PDA. Additionally, UPnP 

operates on top of TCP/IP, thus allowing the sensor 
network to be easily connected to other networks [16]. 
Unlike SNMP however, the UPnP protocol also uses the 
XML format in order to interpret and transfer messages 
between the sensor network and the control point [16]. 
Other differences include the security features used in 
order to accommodate privacy and protection issues. 
While security for UPnP only involves User 
Authentication, SNMP Version 3 improves on this by also 
providing end to end encryption for all communication.  
 

Other approaches were also compared to SNMP. An 
example is Simple Network Management System 
(SNMS). Its implementation is different as it only 
generates network traffic when directly responding to 
human action [17]. This improves energy efficiency as 
well as memory efficiency, and also minimizes the impact 
on the computation and processing required. Because 
SNMS also occupies very little memory [10] it does not 
have other features such as security. This protocol can 
also be applied directly to the Motes, however it does not 
conform to the TCP/IP standard as SNMP does.  
 Sensor Network Management Protocol (sNMP) is 
another technology that was compared to SNMP. sNMP 
involves the periodic management of network states, and 
uses two main methods of topology discovery: TopDisc 
and STEAM. While TopDisc is very scalable [10], the 
communication overhead produced huge impacts on the 
energy consumption. The STEAM algorithm was 
developed as an alternative in order to address this issue, 
however this results in the trade-off between energy 
efficiency and computational overhead [4]. Consequently, 
SNMP’s implementation is a preferable alternative as it is 
used at the Control Point only, thus minimizing energy 
consumption and communication overhead issues. 
Additionally, sNMP has no security features, and is not 
part of TCP/IP. 
 
4. SNMP Proxy 
 

In order to increase the flexibility of the CodeBlue 
system, communication via the widely accepted TCP/IP 
protocol suite would be desirable.  

As motes have extremely limited processing power, 
battery life and transmission budgets, the implementation 
of TCP/IP on a mote, while possible, would create 
additional overhead that would dramatically reduce 
battery life.  

While ZigBee/802.15.4 provides both a physical and 
data link layer solution, Moteworks from Xbow uses 
Xmesh [2] and CodeBlue uses Adaptive Demand-Driven 
Multicast Routing (ADDMR) [8] to provide layer 3 
routing and connectivity without the use of TCP/IP. 

However WSNs are often linked to devices for data 
collection and system monitoring, such as PCs and PDAs, 
which are capable of using TCP/IP. We created an 
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SNMP-Proxy to act as an IP-based Data Delivery Unit 
(DDU). The DDU is able to act as a proxy and deliver 
information collected on the WSN into a TCP/IP based 
network (see Figure 1). For our current implementation of 
a DDU, we used SNMP4J [15] in order to read logs files 
generated by our enhanced CodeBlue software. 

Currently the SNMP Proxy will return the number of 
motes in the WSN, and the various sensor data in the form 
of a simulated environment using the selected log data. 
Since there are no Object Identifiers (OIDs) in SNMP for 
CodeBlue, we decided to use several OIDs from RFC 
1213 for the prototype (see Table 1). 
 

Table 1. Object Identifiers used for Prototype 
 

OID Result 
1.3.6.1.2.1.2.2.1.2.X Returns the Mote ID X 
1.3.6.1.2.1.2.2.1.10.X Pulse reading from Mote ID X 
1.3.6.1.2.1.2.2.1.11.X Light Reading from Mote ID 

X 
1.3.6.1.2.1.2.2.1.14.X Oxygen saturation Reading 

from Mote ID X 
1.3.6.1.2.1.2.2.1.17.X Temperature Reading from 

Mote ID X 
 
4.1 Advantages 
 

By creating a proxy to bridge non TCP/IP based 
networks to a TCP/IP enabled network using SNMP, 
WSN monitoring and data collection become an extension 
of existing network management infrastructure.  
Since data on the WSN is cached in the proxy, continuous 
polling of the SNMP-proxy minimizes the amount of 
traffic and request on the WSN, thus not affecting the 
performance of the WSN. This will allow us to poll 
various data on the sensor network without increasing 
load on the sensor network. 

WSN monitoring and data collection now become an 
extension of existing network management infrastructure, 
which is already in place and well understood. SNMP 
allows for multiple agents (devices) to talk to multiple 
managers. This allows us to have multiple managers poll 
the gateway node/PC for the required information without 
increasing the load on the motes. SNMPv3 supports 
encryptions and provides end-to-end point security [1]. 
The security feature is vital when dealing with the 
transmission of potentially serious and private medical 
data. Any application that deals with patient information 
must include a high level of privacy where only 
authenticated users are allowed to gain access to personal 
data. Of those users who are authenticated, only those that 
are authorized to view the information should do so. For 
example, a family doctor should only be able to view 
health records from his patients unless other patients (for 
example, patients of other doctors) give him 

permission[11]. This leads to the requirement for profiling 
both patients and doctors/medical personnel. Thus 
varying levels of access may be granted to patients, 
doctors and nurses according to their profiles. For 
example, a doctor would be able to change the parameters 
of the health monitoring system while being able to view 
current readings; whereas the patient and nurse would 
only be given permission to view the current readings and 
provide notes to add to the record [11]. For example, E-
Care’s proprietary system dynamically produces data 
depending on who accesses a patient's record. A doctor 
will see all the health information, a system or medical 
administrator will see data relevant to them, while 
patients, their friends or family, will see another set of 
data, all coming from the one file [5]. 
 
4.2 Disadvantages 
 

By using SNMP as a proxy server for a WSN, we 
introduce a single point of failure into the network. While 
it is possible to have multiple proxies into the WSN, it 
does increase the complexities of the network. SNMP is a 
network management tool, and was not designed to deal 
with the requirements of medical systems. SNMP may not 
provide a sufficiently reliable means for transferring 
medical data over a TCP/IP network within the tolerances 
required by the medical industry. 

SNMP is built around the User Datagram Protocol 
(UDP) protocol, which does not provide any reliability or 
ordering that TCP provides. Gururajan et al [6] stated 
most healthcare information is both time and life critical, 
so it must be captured and/or delivered whenever and 
wherever needed. SNMPv3 provides end to end security 
through its User-Based Security Model; however, this is 
still insufficient for any kind of sensitive mote based 
network. Motes are designed to be deployed in large 
numbers in unmonitored environments. It is very likely 
that motes will be lost, stolen or damaged. SNMP 
provides no security in these situations. 
 SNMP was designed to transmit ASCII data, and as 
such it not suitable to transmit binary data, such as images 
and videos. SNMP can transmit the URL of the binary 
data location and allow another protocol such as http or 
ftp to handle the binary data. This would produce several 
other problems such as increased processing on the motes, 
thus reducing both available memory and battery life 
span, Depending on the protocol chosen, there may not be 
a satisfactory way of securing data however we are 
currently exploring the use of https, VPNs and .802.1x , 
 
4.3 Future Improvements 
 
 Further work will be required to resolve the 
disadvantages presented in the current system. The 
following table (Table 2) illustrates some of the current 
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thinking on how to secure wireless sensor networks. The 
issue is especially relevant in the case of healthcare data. 
Experts from Berkeley believe that security for motes 
must be integrated into every component as components 
designed without security are the vulnerable points where 
attacks start [3]. The accuracy and security of vital 
medical information received from motes must be 
maintained and is an area for further exploration. If motes 
move into critical healthcare applications they may be 
subject to regulation as medical devices. Of course, 
performance issues also need to be taken into account as 
the application should exhibit real-time characteristics. 
 

Table 2. Possible security solutions  [3] [9] 
 
Methods Comment 

Key Establishment Traditional methods will not be 
able to scale up adequately 
with hundreds of nodes 

Trust Setup Necessary to establish a 
secure and efficient key 
distribution for large scale 
sensor networks 

Security & Authentication Research has indicated that 
software only cryptography is 
practical with motes 

 
While SNMP provides end to end security, the 

application connecting to the SNMP proxy has to be 
secured as well. This will require security that provides a 
combination of physical security and on-chip encryption. 
Another issue that needs to be addressed is to ensure that 
the huge data stream of information regarding the patients 
does not overwhelm the medical personnel and does not 
clutter the information system with unnecessary detail. 
However sensors are capable of sending vast streams of 
personal, private, medical information wirelessly where it 
could be intercepted by unauthorized people or perhaps 
mishandled by medical/office personnel who could be 
unused to handling such large streams of information and 
who may be unable to work out which data should be kept 
and which discarded in a safe fashion. Healthcare 
providers or others who have access to health information 
and do not act on it may incur substantial liability [13]. 
 
5. Testbed and Scenario Setup 
 

In order to set up the test bed we utilized one laptop 
loaded with the modified CodeBlue software and the 

SNMP Proxy, two motes equipped with pulse oximeters 
and MTS310CA sensors, one MIB510 as gateway. 
We tested the equipment by devising a variety of 
experimental scenarios to obtain heart rate, oxygen, 
temperature and light readings using six subjects (2 
females and 4 males) ranging in age from 22 to over 60.  
Full details of these scenarios are contained in another 
paper [12]. The figure below shows the prototype tested at 
the laboratory.  
 

 
 

Figure 3. The prototype implemented at the 
laboratory 

 
6. Conclusion and future research 

 
The current implementation involves the raw data 

being extracted to a simple text file being logged locally 
on the machine and then being read again to be sent to the 
SNMP proxy. This requires extra processing however 
reading text files do not need a lot of processing power. 
However if we increase the number of nodes in the 
wireless sensor network there would be a scalability issue. 
We would need to run more processes to ensure the 
system is running as efficiently as possible. The 
development of deploying direct data storage from the 
motes to a third party server database is now being 
explored for more efficient storage and retrieval of data to 
be processed. 
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